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Tgﬁc‘)’ng Itra (firewall),lé mot phan quan trong trong bdo mat mang cua doanh nghiép va thwérng dwoe coi la tuyén phong thi
dau tieén trong hé thong. Duéi day la mét sé loi ich khi sir dung twd'ng Itra cho doanh nghiép:

Bao vé di¥ liéu va thong tin: Twdng ICra gilip bao vé dir liéu va théng tin cta khach hang, gidm thiéu nguy co mat mat di
lieu.

Tgén ichfj guy dinh bao mat: S&r dung twdng Itra gitp doanh nghiép tuan thu cac quy dinh bao méat va bao vé mang khoi cac
van dé phap ly.

Ngan chan cudc tan cong: Twdng Ira phat hién va ngan chan cac cudc tan coéng nhw tr choi dich vu (DoS) va tir chdi dich
vu phan tan (DDoS). N6 cling giup phat hién phan mém doc hai va virus.

Loc ndi dung truy cap: Tuwdng Itra co kha nang loc néi dung truy cap, ngan chan cac Iuéng théng tin khdng mong muon.
Giam sat hoat ddng mang: Tuwdng Ira gidm sat toan bd cac hoat ddng dang nhap va truy cap vao hé thong mang

Trong Phan ndi dung nay ta tim hiéu cach cai dat twong Itra ( Firewall) (SoPhos UTM9 thdng qua may ao Vmware)
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Discover how ransomware and its business impacts have evolved over the last 12 months. - Read the report

SOPHOS Services & Products Vv Solutions ¥ Partners Vv About Vv Support Vv

Experiencing a Cyberattack? Get help now. ?

®

More companies trust Sophos

for MDR than any other
cybersecurity provider.

Speak with an expert ?

Ta vao trinh duyét tai file utm9.iso tai dia Chi» 5
(https://www.sophos.com/ )

Link tai file utm9 tai day : https://www.sophos.com/en-us/support/downloads
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https://www.sophos.com/en-us/support/downloads

| sophos.com/en-us

Discover how ransomware and its business impacts have evolved over the last 12 months. Read the report

v OPH OS Services & Products v

>ophos Support

Support Portal

Solutions Vv Partners Vv

Get Help

Support Portal *
Support Packages
Partner Care Support

lech Support

About Vv Support &

urces

| s and Updates
qnentation

Technical Training
lechvids - Training Videos
Sophos Status Page '’

Submit a Threat

cybersecurity provider.
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Tai Tab Resources ta click vao download and update

Speak with an expert ?

Product Support

Sophos Community Forums

Sophos Firewall
Sophos Endpoint 7
Sophos Cloud
Sophos Central

Sophos Email




B sophos.com/en-us/support/downloads

Downloads

Firewall Installers »

@hnﬁ Mobile »

SEC - Endpoint Clients [(End of Life July
2023)

SEC - Sophos Enterprise Console (End of
Life: July 2023)

Sophos Email Appliance and
PureMessage [End of Life July 2023)

Sophos SafeGuard Encryption (End of
Life July 2023)

Virtual Web Appliance (End of Life July
2023)

Tiép dén ta click vao muc UTM Downloads



Firewall Installers UTM Downloads Sophos Mobile SEC - Endpoint Clients (End of Life July 2023) SEC - Sophos Emerprisi

8.718-31

Sophos UTM
Platform:; UTM v9 hard |
atform v alftware appiiance mds
g51-9 1.3 L5
Size: 1.3 GB

Sophos UTM
Platf : UTM v3 soft |

Jairarm Va s0llware appliance ”Ej-ﬁ
Size: 1.3 GB

Ta Click vao Download nhw hinh , Sophos yéu can dang ky thédng , sau do sohops sé gdi link dé
Download
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File Edit View VM Tabs Help | ~ o

Library
| £ Type here to sea... "‘

= [ My Computer
[ ] Windows Server :
I[] Windaws 10 x64
(] Kali linux
I[] kali linux 2024
I['] Sophos

[ My Computer ‘

1My Computer

Name

[[] Kali linux

] kali linux 2024

[] Sophos

[] Windows 10 x64

[ ] Windows Server 2025

Status

Powered off
Powered off

Fowered| New Virtual Machine Wizard 5
Powered
owered|  Guest Operating System Installation

A virtual machine is like a physical computer; it needs an operating
system. How will you Install the guest operating system?

Install from:

Installer disc:

No drives available

() Installer disc image file (iso):
Fi\@hhue 2024\file 150 sophos utm 9\asg-0.718-5.1.1 - | Qr&m&@l

(@) 1 will install the operat' .+ 1 Iater,
| with a blank hard disk.

The virtual machine = | © %

| Help | <Back || Next> || concel |

Ta click vao kh¢@i tao may ao méi lam nhw hinh




File Edit View VM Tabs Help @ P ~ &

Library X
| O Type here to sea.., "
1= L My Computer
[["] Windows Server :
[ Windows 10 x64
[[7) Kali linux
[[7] kali linux 2024
[[7] Sophos
< >

[ My Computer I

1My Computer

Name

[[7] Kali linux

[[7] kali linux 2024

[ Sophos

[ Windows 10 x64

[[71 Windows Server 2025

Status

Powered off

Powered off

Powered
Powered
Powered

New Virtual Machine Wizard

Select a Guest Operating System
Which operating system will be installed on this virtual machine?

Guest operating system

() Microsoft Windows
(@ Linux

O VMware ESX
() other

Version

Other Linux 6.x kernel 64-bit

| Help

_L <Buck‘ I_k :H Cancel |

Chon Linux va click tab Next




File Edit View VM Tabs Help | ~ @ 0

Library X

‘ £ Type here to sea.. '!

= L1 My Computer
[ ] Windows Server :
[[] Windows 10 x64
[[7] Kali linux
I[] kali linux 2024
7] Sophos

| My Computer

1My Computer

Name

[[7] Kali linux

[ kali linux 2024

[[] Sophos

I[] Windows 10 x64

[[] Windows Server 2025

Status

Powered off

Powered off

Powered| New Virtual Machine Wizard

Powered

Powered

Name the Virtual Machine
What name would you like to use for this virtual machine?

Virtual machine name;

sophos utmo| I

Location:

’—C:\Users\hhhhh\Documents\Vlrtual Machines\sophos utm9 Browse...

The default location can be changed at Edit > Preferences.

<nd | (][ e

Pat tén & chon noi lwu cho may ao va click next




File Edit View VM Tabs Help = ~ 2

Library

'Q Type here to sea.. ¥

et

INE=EI

[ My Computer ‘

= 1 My Computer
] Windows Server :
] Windows 10 x64
7] Kali linux
(7] kali linux 2024
] Sophos

My Computer

b

Name

(] Kali linux

("] kali linux 2024

("1 Sophos

[ Windows 10 x64

("] Windows Server 2025

Status

Powered off
Powered off

Powered| New Virtual Machine Wizard
Powered
Name the Virtual Machine
Powered
Browse For Folder X
\Ma Virtual Machine Location l
sopho:
Locatiof v o New Volume (D)) A
c\U - file pw wma
_FS kali linux
e
kali linux 2024 )
- sophos utm9 i
sophos utm9.7 b
« e
Folder: New folder
Mike New_j;lﬁoider ] R ] \ Cancel
s
| < Back | [ Next > | ‘ Cancel ’

Nhuw hinh t6i chon lwu vao 6 dia D va click vao next




File Edit View VM Tabs

Library X
£ Type here to sea., ¥
= L My Computer—
("] Windows Server :
] Windows 10 x64
7] Kali linux
(] kali linux 2024
] Sophos

< >

Help | P ~ | & USSR =

| My Computer ‘

e

My Computer

Name

() Kali linux

[ kali linux 2024

(") Sophos

[ Windows 10 x64

[} Windows Server 2025

Status

Powered off

Powered off

Powered
Powered
Powered

New Virtual Machine Wizard X

Specify Disk Capacity

How large do you want this disk to be?

The virtual machine's hard disk is stored as one or more files on the host
computer's physical disk. These fi'2/=) start small and become larger as you add
applications, files, and datat. ! machine.

- |

<]

Maximum disk size (GB): [:

Recommended size for Other = larnel 64-bit; 8 GB

() store virtual disk as a single file
(@) Split virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another
computer but may reduce performance with very large disks.

| —Help—‘] < Back Next > Cancel

Lwa chon tich vao 6 nhw hinh roi click vao next




File Edit View VM

Library

L My Computer

Windows Server ¢

Tabs Help

{1 Windows 10 x64

\[] Kali linux
I[] kali linux 2024
I[] Sophos

[ ] sophos utm9.7

> - (0

Ic

My Computer [

I sophos utm?9.7

P Power on this virtual machine
\[# Edit virtual machine settings
¥ Devices
== Memory 768 MB
|-l Processors 2
£ Hard Disk (SCSI) 50 GB
) CD/DVD (IDE) Auto detec
2 Network Adapter NAT
USB Controller Present
<l» Sound Card Auto detec
[ Display Auto deted

¥ Description

".".'Il' nere 10 “H:l I & aesc] 11:‘1" 1 1

Macnim

sophos utm9.7

iy
==
Virtual Machine Settings

Hardware Options

Device

Memory

‘E:I Processors

[ Hard Disk (SCSI)
() Cb/DVD (IDE)
"% Network Adapter
USB Controller
c}» Sound Card

[ IDisplay

TImary T auurees.

Tai day ta phan bd phan cirng cho may ao

Summary
768 MB

2

50 GB

Auto detect
NAT
Present
Auto detect
Auto detect

Add,..

Memory

128 GB
64 GB

16 GR
8 il

4'6A

LN
1GB
512 MB
256 MB
128 MB
64 MB
32 MB
16 MB
8 MB
4 MB

WCITWOUIrs mmuormmmatorm iy notavanmaune

Memaory for this virtual machine:

32 GB <

Specify the amount of memory allocated to this virtual machine. The memory
size must be a multiple of 4 MB.

3104 .2 mB

M Maximum recommended memory

(Memory swapping may
occur beyond this size.)

34.6 GB

W Recommended memory
768 MB

Guest 0OS recommended minimum
32 MB

OK Cancel Help




File Edit

Library X

.",,H'J]l“’":ll‘.g'” v

= Lt My Computer |

[ "] Windows Server ¢
) Windows 10 x64 |
\[] Kali linux

] kali linux 2024

"] Sophos

] sophos utm9.7

Ta Phan bd core CPU, Ram , 6 dia va cac phan cirng mé réng khac

View VM Tabs Help = Pp» ~

' My Computer

’ Fower on this virtual maching

[ Edit virtual machine sett ngs

¥ Devices

= Memory

L. Processors

- Hard Disk (SCSI)
| CD/DVD (IDE)

") Network Adapter

1] USB Controller

|" Sound Card
Ll Display

¥ Description

Tur hp tey ' |
vpe nere 10 enter a ae

macnin

I sophos utm9.7

ht Jom

sophos utm9.7

768 MB
2

50 GB
Auto detec
NAT
Present
Auto detec

Auto detec

cription of this virtl

0 8 o

| Virtual Machine Settings

Hardware Qptions

" Network Adapter NAT
1| USB Controller
£} Sound Card

Present
Auto detect

LI Display Auto detect

Device Summary

S Memory 4,3GB

lPocessos 2
[~ Hard Disk (SCS1) 50 GB |
%) CD/DVD (IDE) Auto detect

Add... Kemove

Processors

Number of processors:

Number of cores per processor;

Total processor cores:

Virtualization engine

[ ]Virtualize Intel VT-X/EPT or AMD-V/RVI

[_]Virtuallze CPU performance counters
[ ]Virtualize IOMMU (10 memory management unit)

TIary 1 auuress, iWeowors momaturms notavanaoies

OK

Cancel

Help




File Edit

Library

| My
{
{

¥ Description

View VM Tabs Help | p» ~ D) )
% My Computer /] sophos utm9.7
y cen. W
oot | I sophos utm9.7
Windows Server &
Windows 10 x64 | P> Power on this virtual machine
Kali linux {4 Edit virtual machine settings
| kali linux 2024
‘ | Sophos ¥ Devices
] sophos utm9,7 B Meriory 768 MB
L.l Processors 2
) Hard Disk (SCSI) 50 GB
) CD/DVD (IDE) Auto detec
") Network Adapter NAT
=] USB Controller Present
c» Sound Card Auto detec
[ Display Auto detec

[y |
Ll & o
Virtual Machine Settings

Hardware Options

Device
|E “IMemory
| Il Processors
|~ Hard Disk (SCSI)
{>.) CD/DVD (IDE)
Network Adapte
USB Controller
10 Sound Card
| LI Display

Tinmary irmauurees.,

Summary
4.3 GB

4

50 GB

Auto detect
NAT
Present
Auto detect
Auto detect

Add,..

Remove

Device status
Connected

[v] Connect at power on

Connection

(_) Use physical drive:
Auto detact

(@ Use 150 Image file:

F:\@hhue 2024\file iso sophos utm 9\asg-9.718-5.1.1 | I Browse... I

WETWOIK Tmornmatornr n notavanaue

Tai muc use iso image file : Ta Browse dén file iso vira tai

3

OK

Cancel

Advanced..,

Help
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Library

Edit

My

View VM Tabs Help @ ~
i L. My Computer I~
| l L=t | -
Computer | l_‘ sophos utm9.7

Windows Server
Windows 10 x64
Kali linux

| kali linux 2024

Sophos
sophos utm9.7

P Power on this virtual machine

I | &
{[# Edit virtual machine settings

¥ Devices
== Memory
[} Processors
k=l Hard Disk (SCSI)
(=) CD/DVD (IDE)
< Network Adapter
1| USB Controller
1) Sound Card
L) Display

¥ Description

sophos utm9.7

N
e

768 MB

2

50 GB
Auto detec
MNAT
Present
Auto detec
Auto detec

(= |
[:]:] Q L["].J
Virtual Machine Settings

Hardware QOptions

Device

E=iMemory

|} Processors

-\ Hard Disk (SCSI)
(%) €D/DVD (IDE)

" Network Adaptel
[ USBE Controller
] Sound Card

| Display

Summary
4.3 GB
4
50 GH
Fih@hhue 2024\file...
omatic)

%_!

Auto detect
Auto detect

Add... Remove

Device status
Lonnected

[] Connect at power an

Network connection
() Bridged: Connected directly to the physical network

Dl b mlaieime ] pmebs o el e e ebin m b ke

(@ NAT: Used to share the host's IP address
(_) Host-only: A private network shared with the host

Y b s e B gLk b el

Vet

(_J LAN segment:

LAN Segmaents...

Cancel

T FINTary i gudiress, (NTIwWUTrR TImOimiatiorr i o avanauie

Hinh nay cho thém card mang va cau hinh nat cho card mang

Advanced...

Help




File Edit View VM Tabs Help [ ~ 0 A [0 EH O

X
Library My Computer ‘\ sophos utm9.7
lype here to sea Y Hardware Options
K r sophos utm9.7
Wl MY R Device Summary Device status
| WIndOWS SEf\/er ‘5 » —— et ) Wi v.lMel.nory 43GB ( HIHI"\’I‘.!
; Windows 10 x64 FOWer on this virtual maching | = . :
| ; : ‘ |1 .J Processors 4 [v/] Connect at power on
(11 Kali linux || # Edit virtual machine settings hiiid
= e | (== Hard Disk (SCSI) 50 GB
L] kali linux 2024 () €D/DVD (IDE) Using file F:\@hhue 2024\file,.. | ~ Network connection
f' Sophos ¥ Devices " Network Adapter g i Wizard - % rk
[ ] sophos utm9.7 ) w : ardware Wizar
[ Memory 768 MB Network Adapter 2
™ USB Controller
|l Processors 2 . Hardware Type
H) Sound Card What type of hardware do you want to install?
3 Hard Disk (SCSI) 50 GB LI Display it
 CD/DVD (IDE) Auto detec Hardware types: Explanation
Network Adapter NAT | [ Hard Disk Add a network adapter.
USB Controller Present 1 (%) CD/DVD Drive
[ oy
<t Sound Card Auto detec :1: ||Floppy Drive
|
: A Network Adapter
L Display Auto detec ¥
z ontroller
| do-Sotind Card segments... | Advanced...
¥ Description LI\ Parallel Port
lvpe here to enter a description of this virtd | 1o Serlal Port
machine '+ Generic SCSI Device
| I,]_,,Tt'usted Platform Module

% rinish Cancel

Add... Remove

| OK Cancel Help

FInary ir auuress, iNSowors immunmanun i nut avarrauie

Ta c6 thé thém nhiéu card mang ao




Windows Server &
Windows 10 x64 |
Kall linux

| kali linux 2024

Sophos
sophos utm9,7

File Edit View VM Tabs Help | P ~
Sl % My Computer
| [ O 564 v
) T>.
e | I sophos utm9.7

} POower on this virtua

\[# Edit virtual machine settings

¥ Devices

= Memory

L.l Processors

) Hard Disk (SCSI)
) CD/DVD (IDE)
2 Network Adapter

USB Controller
<7 Sound Card
L Display

¥ Description

Tish | 4 . |
vpe here to enter a de

machind

sophos utm9.7

maching

. (1)
he o=

768 MB
2

50 GB
Auto detec
NAT
Present
Auto detec
Auto deted

O & o

| Virtual Machine Settings

Hardware Qptions

‘ Device

% [ Memory

| I[_J Processors

“
[

\Hard Disk (SCSI)
() CO/DVD (IDE)

"G Network Adapter
"1 Network Adapter 3
") Network Adapter 2
") Network Adapter 4
'USB Controller

Sound Card

| Display

TIImary i auuress, iCiwors mommmmaton i ot avanaune

Summary
4.3 GB

4

50 GB

Using file F:\@hhue 2024\file...

Bridged (Automatic)
Host-only

Host-only

NAT

Present

Auto detect

Auto detect

Add... Remove

Device status
LONNE 'i‘l’

|| Connect at power on

Network connection
(_) Bridged: Connected directly to the physical network

i-'v'ii;ll ata “||',"<|I vli net "t‘llr connection state

(_)NAT: Used to share the host's IP address
(0\ Host-only: A private network shared with the host

(_) Custom: Specific virtual network
VMneto

(_) LAN segment:

LAN Segments...

| Cancel

Nhw hinh ta thay t6i thém 4 card mang &o cho Sophos va Click OK

Advanced..,

Help




File Edit View WM Tabs Help [ + i Do) Y O

Jbra X ]
il My Compite [ | sophos utm9.7

| sonhos utm9.7
Windows Server .

Windows 10 xb64 ] : wrtual machin
Kali linux | nachine setting

kall linux 2024

My Computer

Saphos v Davices
saphos utm9,7 »
== Memory 4.3 GH
Processors )
y Hard Dusk (SCS1) 50 GB
CD/DVD (IDE) Using file F\@hh..,
1 Netwark Adaptes Bridged {(Autom...
2 Network Adapter 2 Host-only
Network Adapter 3 Host-only
Network Adapter 4 Host-only
USE Controller Present
Sound Card Auto detect
| Display Auto detect

¥ Description

* Virtual Machine Details

State: Powered off
Configuration file: D\sophos utm9, Nsophos utm9.7 ymx
Hardware compatibility: Workstation 17.5.x wirtual machine
Primary IP address: Network information s not available

Tiép dén ta click vao muc Power on this virtual machine



o vimware

Startivg |

Press FZ2 to enter SETUP, F12 for Network Boot, ESC for Boot Menu

| The host-only adapter driver does not seem to be running.
I vou have not rebooted the host since installing the host-oniy | cadapter, vou need to do so before vou can use this support, Otherwise, check

the system tvent Loa for an explanation of why service VMnetAdat 10 Not startup properly

Virtual device Ethernetl will start disconnected.

Tién trinh nay dang kh&i déng may ao




6925521 peieport BABA:BA:10.6: Signaling PME through PCle PME interrupt
692651 ] pcieport BBAB:BA:18.7: Signaling PME through PCle PME interrupt
7468461 Serial: 8258716558 driver, 4 ports, IR0 sharing enabled
747451) Linux agpgart interface v8, 183
747588 ) agpgart-intel B0BA:BB:80.8: Intel 448BX Chipset
747975 ) agpgart-intel B0BH:B8:80.8: AGP aperture is 256M @ BxH
L7591567) brd: module loaded
7916171 hv_vmbus: registering driver hv_netvsc
791986 ) usbecore: registered new interface driver usbserial
792838 ) usbcore: registered new interface driver usbserial_generic
. 752215]) usbserial: USB Serial support registered for generic
7925861 18642 PNP: PS/2 Controller [(PNPB3B3:KBC, PNPAf13:MOUS]T at Bx6@, Bx
o b
7931761 serio: 18842 KBD port at Bx68,8x64 irq 1
793227 serio: 18842 AUX port at Bx6H,8x64 irq 12
793765 ) mousedev: PS/2 mouse device common for all mice
7943621 hidraw: raw HID events driver (C) Jiri Rosina
.794463) TCP: cubic registered
7945121 Key type dns_resolver registered
2958331 Using IPI Shortcut mode
1.75589481) input: AT Translated Set 2 keyboard as Zdevices/platform/iBbd2/se
ioB7input/inputh
1.7693181 drivers/rtc/hctosys.c: unable to open rtec device (rtcH)
1.776197] Freeing unused kernel memory: 488K (BB4cabBBi B853A4848)

B e s et S e b b b

64

~$
=

s

|
|
|
l
l
I
l
|
r
I
l

Qua trinh cai dat bat dau




usr/bin“tee: sdevs/ttySB: Inputsoutput error
Sophos UTHM 9.7

Hardware Detection
58%

Detecting network devices...

chancel »

<Alt-F2> Console <Alt-F4> View log <{F1> Help

Qua trinh cai dat dang kiém tra card mang




susr/binstee: sdevw/ttySB: Inputsoutput error
sophos UTHM 9.7

Select Kevboard
Please select the keyboard layout:

Dutch
English (UK)

French
German
Italian
Spanish
Suwadish Finnish

<0k> £Cancel>

<{Alt-F2> Console <Alt-F4> View log <F1> Help

Chon ngbn nglr ban phim




usr/bin/tee: Zdev/ttySB: Input/output error
Sophos UTM 9.7

[——— Select Timezone
Please select your area:

Agtau
Agtobe
Ashgabat
Ashkhabad
Atyrau
Baghdad
Bahrain
Baku
Bangkok
Barnaul

<Back> <Next>

<Alt-F2> Console <Alt-F4> View log <F1> Help

Chon qudc gia




usr/bin/tee: 7Zdev/ttySB: Input/output error
Sophos UTM 9.7

Local Time:  ZEFENEETESG—

[%] Host clock is UTC

<Back> <Cancel> <Help>

<Alt-F2> Console <Alt-F4> View log <F1> Help

Pat lai thoi gian




usr/bin/tee: Zdev/ttySB: Input/output error
Sophos UTM 9.7

oo Select Admin Interface

Select which interface you will use to access the WebAdMin
user interface:

[link] UMuware PRO-Z186B8H MT Single Port Adapter
UMware PRO-1888 MT Single Port Adapter
UMware PRO-1888 MT Single Port Adapter
UMware PROZ1888 MT Single Port Adapter

<Back> <Next> <Cancel> <Help>

<Alt-F2> Console <Alt-F4> View log <F1> Help

Lwa chon card mang dé két ndi




usr/bin/tee: Zdev/ttySB: Input/output error
Sophos UTM 9.7

| Network Configuration |

Please configure the administrative network interface:

Address: 192.168. 0.

Netmask: 255.255.255.8

Gateway: |GGG (optional)

<Back> <Next> <Cancel>

<Alt-F2> Console <Alt-F4> View log <F1> Help

Ta c6 thé dat lai IP dé dang nhap vao phan quan ly



usr/bin/tee: Zdev/ttyS@: Input/output error
Sophos UTM 9.7

Please configure the administrative network interface:

Address: 192.168. 8, 181

Netmask: 255.255.255.8

Gateway: (opt ional)

<Back> <Next> {Cancel>

<Alt-F2> Console <Alt-F4> View log <F1> Help

Ta nén dat I&p mang theo ip router nha cung cap




susr/binstee: Zdev/ttySB: Inputsoutput error
sophos UTM 9.7

Installation: Partitioning

The next step will erase all existing data on '/dev/sda’
(UMuare UVirtual §).

Hould you like to proceed?
<Back> <No>

<Alt-F2> Console <Alt-Fd4> View log  <F1> Help

Chon Yes




susr/binstee: sdevs/ttySB: Input/output error
sophos UTHM 9.7

Formatting (Step 2-/7)
75%

Formatting Log Partition...

Cancel >

<Alt-F2> Console {Alt-F4> View log <{F1> Help

Xem tién trinh cai dat bao gdbm 7 buwdc




‘usr/bin/tee: sdev/ttyS@: Input/output error
Sophos UTHM 9.7

Install b4bit And Late Packages (Step 6/7)

uZd-avirad-64-9-3326

chancel»

<{Alt-F2> Console  <Alt-F4> View log  <F1> Help

Xem tién trinh cai dat dén buédc 6




susr/bin/tee: Zdev/ttySB: Input/output error
sophos UTH 9.7

Finishing (Step 9-7)

The installer is preparing the system for the initial boot.

<Alt-F2> Console <Alt-F4> View log <F1> Help

Qua Trinh cai da thanh céng




usrzbin/tee: Zdev/ttySB: Input/output error
Sophos UTM 9.7

| Installation Finished

Please remove the CD-ROM or unplug the USB device, connect the

selected administrative network interface to your local network

or PC, and restart the system by pressing the Reboot button.

After the system has restarted, open
https:i/7192.166.8.1081:4444/

in a web browser to access the WebAdmin user interface and
finish the setup.

<Support>

<Alt-F2> Console <Alt-F4> View log <F1> Help

Ta click vao tab Reboot nhw hinh




Booting "Sophos UTHM 9.7 (3.12.74-8.434858663 . glbaZ494. rb7-smpb4)’

root Chd#,8)
Filesysten type is extZ2is, partition tupe BxH3
kernel <bootsuvmlinuz-3.12.74-8.434850663.g1baZ2494 . rb7-smpbd root=sdev/disk-hy-1
abelsroot vga=7491 rootllags=data=ordered splash=s1lent
LLinux-bzlmage, setup=HxdcHB, size=HxZbh4d4YH ]
initrd AbootAinitrd-3.12.74-8, 434858663 . glbal494 . b/ -sHpbhd

Tién Trinh dang kh&i dong




Tién trinh dang load vao giao dién Sophos utm9.7



ALl configuration i1s done with WebAdmin., Go to https:/7194.168.0.101 4444
in your browser.

19£.168.0.101
login: _

Nhw hinh Hé thdng Sophos yéu cau dang nhap




File Edit View VM Tabs Help I ~ & O A = e S R I P
BN C:\WINDOWS\system32\cmd.exe - ping 192.168.0.101 = (| X

Microsoft Windows [Version 10.0.19045.4291]

(c ) Microsoft Corporation. All rights reserved.
M
C:\Users\hhhhh>ping 192.168.0.101

Library

: Pinging 192.168.0.101 with 32 bytes of data:
BReply from 192.168.0.101: bytes=32 time<lms
MReply from 192.168.0.101: bytes=32 time<lms
BReply from 192.168.0.101: bytes=32 time<lims

y Click In the virtual screen to
send keystrokes

f Install the guest aperating system as you would on a physical computer. When you are done and the operating system boots up, click "I Finished Installing”. 1 Finished Installing Help
< >

To direct innut to this VMM click ingide or nrecs Ctrl+ G

Kiém tra ip vitra roi ta add vao nhw hinh



v AL LU sl B T s 1

& > X @ Khéng bdo mat | htps//192.168.0.101:4444

chrome-error://chromewebdata/#

A

Két néi cua ban khong phai la két néi riéng tu

Nh(rng ké tdn cong cb thé dang ¢6 gang danh cdp théng tin ctia ban tir 192.168.0.101 (v/
dy: mat khau, thu hoac thé tin dung). Tl hi¢u thém

NETHERR CERT AUTHORITY INVALID

Q  BEtan dung mic bado mat cao nhét clia C6c Co¢, hay bat ché db bao vé tang
cuang

An chi tiét Quay lai trang an toan

May chut nay khdng chimg minh dugc rang do |a 192.168.0.101; ching chi bao mat cua
may chi nay khéng dugc hé dieu hanh may tinh clda ban tin cay. Biéu nay c6 thé do dinh
cau hinh sai hoac c6 ke tan cdng chan két noi ctia ban.

' cap 192.168.0.101 (khéng an toan)

Pang Nhap Vao phan Quéan Ly Sophos thédng qua dia chi IP va thém port 4444

N
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£ Dashboard tor Friday, May 10, 2024 | 143457
i ] : 5 B — -

% demo ©  intertace Name Type State  Link

N
o ‘
PR B Licenss ) 000008 eth0 Internal Ethernet Up  Up
Interfaces & Routing Subscriptions: ‘_3&30 i‘f"f""‘“am eth1 Unused
NeEmatE Proleclps eth? Unused

Network Services g g s
Network Protection ;L.i;:_i;?:fg__';;f‘i-; N =
Web Protection Uptime: 0d Oh 10m s = o
Enmail Protection _ 2 Botnet/command-and-sontrol traffic detection 0

o ve Ing 5 () is disabled |
Advanced Protection X :
- | Firmware version: 9 718-5 %, Current System Configuration
Wireless Protection 1 Update(s) avaitabie for instailation g P

R frewall |s aclive tules
Webzerver Protection Pattemn version: 238578 _ '
Last check: 8 minutes ago © Intrusion p".\"?“ﬁoﬂ is WWG
RED Management © Web Filtering i inactive
Site-to-s#e VPN ¥ Resource Usage © © Network Visibility is inactive
Remote Access cPU ) 0% © SMTP Proxy is inactive:
; T RAM (1! @ 10%of4.3G8 € POP3 Proxy is inaciive
bk Log Disk == 0% of 19.7 GB © RED is inactive

Support Data Disk == @ 5% ol 149GB | ° Wireless Protection Is inactive
Log off | RS JEER. N € Site-to-Site VPN is inactive

Today's Threat Status ) Remote Access s inactive

Firewall: 79 packets fillered € Web Application Firewall is inactve
1P altackpitiagd © Sophos UTM Manager is not configured
AIViS- ) g Bpnse © Sophos Mobile Controf is nactive

Antispam: 0 emals blocked R _
Antispyware: 0 items blocked © HA/Cluster is inactive
Web Fiiter: 0 URLs fitared © Antivirus is nactive
WAF: 0 attacks blocked © Antispam is inactive
Sandstorm: 0 malicious tems detected © Antispyware is inactive

Giao Dién Twdng Itra (Fireware) SoPhos



